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Ohio 
Homeland 
Security  

 

Statewide Terrorism Analysis & Crime Center 

TLP: GREEN Phishing Email Spreading Through Ohio  

 
Multiple agencies throughout Ohio have been receiving phishing emails suggesting there is an encrypted 
message that has been received by the victim.  
 
Ohio agencies have observed an active phishing campaign. Through compromised accounts, a phishing email 
appears to be sent to other agencies within the contact list. The phishing email suggests there is an encrypted 
message that has been received. Once clicking on “View Encrypted Email,” the victim would be redirected. At 
this time, it appears the link is inactive, however, it is still recommended to not click on the link.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
If you or someone you know has received this or a similar email, please contact SAICCyber@dps.ohio.gov or 
call (614) 387-1089 
 
 

STATEWIDE TERRORISM ANALYSIS & CRIME CENTER 
  

Scope. A phishing email has been circulating throughout Ohio and has been targeting multiple agencies.  

23 November 2022 

TLP: GREEN - Sources may use TLP: GREEN when information is useful to increase awareness within their wider 
community. 
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Known Indicators of Compromise 

Link 
Associated* 

https://urldefense[.]us/v3/__http://www.evernote.com__;!!BClRuOV5cvtbuNI!Qg5w87CduwMFDg
Jr0z_i75_AHbfiJWwbdjw-0QJulldWY9-
CoH_npoB5dUJdfBGLxoDXql8L$%2fshard%2fs442%2fsh%2fab1020f0-6af0-ab8e-7612-
7e2642a4e227%2fcfa705dc2d8b1b1bcb4d11b2dcc7ab87&c=E,1,2l9317ZZD7ShklWSqLXohyyEOek_
UHLt0rtmJ07EczcF21sbPckKAGOIsOXY-tj1NBZrbdWlfAf-
xO8pDdAj6tpLXKZfxYh0OdJst9VYQ2HcYwOHBRs 

MD5 06fc0b68a22b215bfa357537ed9a0c38 
SHA-1 4a2f5026515088a0400eedcc76aa9aaa8cbf4535 
SHA-256 731305d184197aaab8385f77acb8133c712dc89716a26f3d223022bed73e285b 

 
*Please note square brackets surround the period to avoid accidental clicking of the link.  

 
 

Report Suspicious Activity 
 

Please report any suspicious cyber activity to (614)389-1089 or to SAICCyber@dps.ohio.gov 
Please report any other suspicious activity to (877) OHS-INTEL (647-4683) or to STACC@dps.ohio.gov 
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